I. PANG KY PTXT OTP SAFEKEY/ OTP SAFEKEY AUTHENTICATION REGISTRATION
1. ACB SafeKey la gi?/ What is ACB SafeKey?

ACB SafeKey la phan mém tao ma OTP trén cac thiét bj di dong (vui 10ng tai tmg dung tai Apple
Store hodac Google Play). Theo do, khach hang cia ACB khi thyc hién giao dich truc tuyén vo1 han
mirc cao s€ cd thém sy lya chon bén canh cac phuong thic xac thyc hién tai: OTP SMS, OTP Token,
ching thu s6 (CA).

Ung dung ACB SafeKey dap tmg day du cac tiéu chudn k¥ thuat, dam bao an toan bao mat khi giao
dich truc tuyén theo quy dinh cia NHNN.

% Uu diém cua ACB SafeKey:

o Cai dat don gian, nhanh chéng ngay trén thiét bi di dong

o Béo mat véi 16p xéc thuc nguoi dung béng ma PIN, van tay, khuén mat

o Hoat dong khong can song dién thoai, khong can Data Roaming nén c6 thé sir dung & bét ky
dau, thudn tién cho Quy khach hang khi di du lich/ cong tdc nudc ngoai

o  Str dung dugc cho nhiéu tai khoan ngudi dung trén cting mot thiét bi.

o Xem duogc thong tin giao dich tuong minh (loai giao dich, tai khodan trich, tai khoan thu huong,
s6 tién giao dich, ...)

o Déap tng han muc giao dich cao.

ACB SafeKey is OTP generating application on mobile devices (please download the app at Apple
Store or Google Play). Accordingly, with high limit online transaction, ACB's customers will have
more choices besides current authentication methods: OTP SMS, OTP Token, CA.

ACB SafeKey app meets all technical standards, ensures security when making online transactions in

accordance with the regulations of the State Bank.
% ACB SafeKey’s advantages:

o Simple and quick installation on mobile device

o Secure with PIN anthenication, finger print or face detection

o Working without mobile network, data roaming then could use this app anywhere while
customer in travel or business trip

o Able to use multiple user accounts in one device.



o Able to view clearly transaction history (transation type, debit account, beneficiary’s account,
transaction amount, ...)

o High limit transaction accepted.

2. DPing ky ACB SafeKey nhu thé nao? How to register ACB SafeKey?
Khach hang c6 thé diang ky ACB SafeKey theo 2 cach sau:

» Cach 1: Bang ky tai Chi nhanh/ Phong giao dich ACB:
o Déituong: Tat ca KHCN, KHDN
o Phuong phép xac thuc: SafeKey co ban & SafeKey nang cao
» Cach 2: bang ky qua ACB Online tai dia chi https://online.ach.com.vn, muc <Dding ky Online>
= <Ding ky ACB SafeKey>
o Déi twgng: KHCN, KHDN dang sit dung PTXT OTP SMS
o Ung dung: SafeKey co ban

Lwu y: Khi dang ky PTXT OTP SafeKey trén ACB Online, hé thong mdc dinh cac thong sé ding
ky gom:

o S6 DTDD nhdn ma kich hoat la s6 DTDD nhdn ma OTP SMS.
o Han mire giao dich PTXT OTP SafeKey bang véi han mirc PTXT OTP SMS

Customer could register ACB SafeKey by 2 ways:

» At ACB branches:
o Objective: All Individual customer and Coporate customer
o Authentication: Standard SafeKey and Advanced SafeKey

» ACB Online at the link https://online.acb.com.vn, menu < Online registration> = <ACB SafeKey
registration>
o Objective: Using OTP SMS Individual customer and Coporate customer
o Authentication: Standard SafeKey

Note: When registering OTP SafeKey on ACB Online, the default parameters in the system are:

o The phone number receiving activation codes is the phone number receiving OTP SMS codes.
o Transaction limit of OTP SafeKey is equal to transaction limit of OTP SMS.


https://online.acb.com.vn/
https://online.acb.com.vn/

3. Ung dung cai dat trén PTDD, néu mat DTDD thi 1am thé ndo? What happen if losing phone on which
ACB SafeKey is installed?
Tuong tu nhu cac PTXT khac, khi bi mat thiét bi bao mat (BTDD nhan OTP SMS, DTDD cai dat
ACB SafeKey, Token, CA), Quy khach can thuc hién nhu sau:
- Lap tic khoa quyén truy cap dich vu ACB Online:
o Lién hé Contact Center 24/7 theo s6 (028) 38 247 247 - 1900 54 54 86, hoic:
o Chu dong nhap sai tén truy cap ACB Online qua 05 lan (hé thdng tu dong khéa tén truy cap)
- Lién hé Chi nhanh/ Phong giao dich gan nhat dé tam ngung PTXT, thay ddi s6 dién thoai nhan ma
OTP SMS, OTP SafeKey
- Kich hoat &ng dung ACB SafeKey trén thiét bi méi (tng dung ACB SafeKey trén thiét bj cii s& bi

vO hiéu)

Similar to other authentication, when you lose your security device (Cellphone receiving OTP SMS,
ACB SafeKey, Token, CA), you need to do the following:
- Immediately lock ACB Online service access right:
o Contact 24/7 Center at (028) 38 247 247 - 1900 54 54 86, or:
o Actively enter wrong ACB Online username more than 5 times (the system is automatically
locked)
- Contact the nearest branch / transaction office to suspend authentication, change the phone number
to receive OTP SMS, OTP code SafeKey
- Activate ACB SafeKey application on new device (ACB SafeKey application on old device will
be disabled)

4. St dung ACB SafeKey c6 mat phi gi khong? Is it any charge to register ACB SafeKey?
Hién tai, ACB dang c6 chinh sach mién phi (vui 1ong tham khao biéu phi dich vu ACB Online tai
http://acb.com.vn/wps/portal/Home/fee hoac http://ach.com.vn/wps/portal/Home/fee-dn ).

Currently, it is free as ACB’s policy. Please refer ACB Online service charge at

http://ach.com.vn/wps/portal/Home/fee hoac http://acb.com.vn/wps/portal/Home/fee-dn)

5. Khach hang dang & nudc ngoai, muén st dung PTXT OTP SafeKey thi 1am thé nao? / How to use
OTP SafeKey abroad?


http://acb.com.vn/wps/portal/Home/fee
http://acb.com.vn/wps/portal/Home/fee-dn
http://acb.com.vn/wps/portal/Home/fee
http://acb.com.vn/wps/portal/Home/fee-dn

Néu khach hang dang sir dung OTP SMS dé giao dich, khach hang c6 thé ding ky OTP SafeKey
Co ban ngay trén ACB Online véi han mic mic dinh ban dau bang véi han mac OTP SMS.

Néu khach hang khéng sir dung OTP SMS hoic ¢6 nhu cau sir dung OTP SafeKey Nang cao,
khach hang phai thuc hién dang ky tai quay giao dich. Truong hop khach hang dang ¢ nudc ngoai,
khach hang c6 thé uy quyén cho nguoi khac dén ngan hang dé thuc hién dang ky.

Dbi voi KHCN, ngudi dugc iy quyén phai co cung ho khiu véi Quy khach. Trén gidy uy quyén
vui long ghi 4 ho tén, s6 CMND va dia chi caa ngudi Gy quyén va ngudi dugc uy quyén. Noi
dung ty quyén: Uy quyén diang ky PTXT OTP SafeKey. Déi voi KH dang & nudc ngoai, gidy uy
quyén nay phai duoc Pai st quan Viét Nam tai nudc ngoai hodc co quan, trudng hoc noi Quy

khach dang cong tac hoic theo hoc chimg thuc va phai dugc giri vé Viét Nam ban chinh.

In case using OTP SMS for transaction, customer is able to register OTP SafeKey — Standard
Package on ACB Online with default transaction limit as OTP SMS transaction limit.

In case not using OTP SMS or have demand on using OTP SafeKey Advance, customer has to
register at branch. If customer on abroad, they can authorize another persion for processing at
bank.

For consumer accounts, the authorized person must have the same household registration book
with the mandator. Full name, ID card number and address of the authorized person and the
mandator must be clearly showed on the authorization letter. Authorized content: Authorization to
register OTP SafeKey. For customers overseas, this authorization must be certified by the
Vietnamese Embassy in foreign countries or agencies or schools where they are working or

studying and the original must be sent to Vietnam.

Il. CAIPAT ACB SAFEKEY / ACB SAFEKEY INSTALLATION

1.

Vi sao ¢ théng bao “Ung dung di bi khéa do nhap sai ma kich hoat 5 lan lién tiép”? / Why is the pop-

up "The application will be locked due to entering wrong activation code 5 times continually"

MJ3i ma kich hoat chi st dung 01 1an cho 01 thiét bi. Néu ma kich hoat da duoc str dung (Kich hoat
thanh cong) thi ma kich hoat dé hét hiéu luc (tac khdng thé dung lai ma kich hoat dé trén thiét bj
khéc hoic cho tng dung tai mai ngay trén thiét bi di dwoc kich hoat thanh cong trudc do).

Khi nhap ma kich hoat 05 1an van chua kich hoat dugc (do nhap sai ma kich hoat hoic mé kich
hoat d& hét han hoac ma kich hoat da duoc sir dung), (ng dung cai dat trén thiét bi s& bi tam khoa



trong vong 60 pht. Sau khi hét thoi gian tam khoa, khach hang can sir dung ma kich hoat méi dé

kich hoat lai irng dung.

- Each activation code is only used once for 01 device. If the activation code has been used
(successful activated), it expires (ie, the activation code cannot be reused on another device or for
the new download app on the device which has successfully been activated).

- When the activation code has been entered 5 times but not been activated yet (due to inputting
incorrect activation code or the code has expired or been used), the application installed on the
device will be temporarily locked within 60 minutes. After the locked time, customers need to use

the new activation code to reactivate the application.

2. Truong hop kich hoat tng dung khong thanh céng (do ma kich hoat hét hiéu luc hoic cai lai tng
dung), Khach hang phai 1am thé nao? / Customers have registered OTP SafeKey, but unsuccessfully
activated the application (because the activation code expired or the application is re-installed), What

should customers do to be re-sent activation code?

Khéch hang c6 thé yéu cau gui lai ma kich hoat dén s DTDD da dang ky trudc bang 1 trong cac cach

sau:

- Néu KH dang st dung PTXT OTP SMS va SafeKey co ban, KH c6 thé giri lai mé kich hoat ACB
SafeKey trén ACB Online tai muc <Pdng ky Online> > <Ding ky ACB SafeKey>

- Lién hé CN/PGD ACB gan nhat hoac lién hé Contact Center 24/7 theo sé (028) 38 247 247 dé

dugc hd tro.

Customers can request activation code to be sent to the phone number register earlier in one of the

following ways:

- If customer is using OTP SMS, request ACB SafeKey activation code on ACB Online at <Online
registration> -> <ACB SafeKey registration>
- Come to the nearest ACB branch/ transaction offices or contact 24/7 Center at (028) 38 247 247

3. Visao c6 thong bao “Ung dung dang bi tam khoa. Quy khéach vui long thir lai sau 30 phut/ 60 phat’?
/ Why is the pop-up "Application is temporarily locked. Please try again after 30 minutes / 60 minutes

Khi thuc hién ding nhap ang dung bang ma PIN, trudng hop khach hang sau 05 lan ding nhap vao
ung dung khdng thanh cong do sai ma PIN, trng dung s€ bi tam khoa 30 phut va sé khoa trong 60 phut
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cho 05 1an nhap sai tiép theo. Sau 05 lan sai tiép sau do, (ng dung s& yéu cau khach hang cai dat va
kich hoat lai irng dung.

When logging in with the PIN, if the customer fails after 5 times due to inputting incorrect PIN, the
app will be temporarily locked 30 minutes and locked 2 hours for 05 continually incorrect entries.
After being locked for 2 hours, the app will ask the customer to install and reactivate.

Xé&c thuc bang van tay that bai thi tng dung c6 bi khéa khong? / Is the application locked if touch 1D

authentication failed?

Trudng hop ding nhap tng dung bang vén tay khong thanh cong, Gmg dung s& yéu cau dang nhap lai
bang ma PIN. S6 1an cho phép nhdp van tay tiiy thudc vao dong thiét bi cua khach hang.

In case of unsuccessful login with touchID, the app will request to log in again using PIN. The number

of times allowed to try touchID depends on the customer's device standard

Mot ung dung ACB SafeKey cd sir dung duoc cho nhiéu user khong? Truong hop khach hang vira co
tai khoan ACB Online — KHCN vira c6 tai khoan ACB Online — KHDN, hoic mét khach hang 1a ké
toan truong cho nhiéu tai khoan cong ty thi c6 dung chung 01 wng dung ACB SafeKey dé xéc thuc
giao dich dugc khong? / Can 01 ACB SafeKey application be used for many users? In case a customer
has ACB Online accounts - 01 consumer account and 01 corporation account, or a customer who is
a chief accountant for many corporate accounts, can he use 01 ACB SafeKey application to

authenticate for all transations?

ACB SafeKey dap tng nhu cau sir dung cho nhiéu tai khoan ngudi ding trén cing mot thiét bi. KH
c6 thé d& dang thém hoic bot nguoi sir dung, thuan tién cho KH vira sir dung tai khoan ca nhan, vira
str dung tai khoan doanh nghiép.

ACB SafeKey meets the demand for many user accounts on the same device. Customers can easily

add or remove users, convenient for customers who just use personal accounts, and use business

accounts.



I11.XAC THUC GIAO DICH BANG ACB SAFEKEY/ TRANSACTIONS AUTHENTICATION
WITH ACB SAFEKEY

1. Vi sao khi xé4c thyc giao dich bang OTP SafeKey lai nhan dugc thong béo 16 “OTP khong dung hoic
qua thoi gian cho phép”? / Why receiving the pop-up “OTP is incorrect or expired” when

authenticating transactions by OTP SafeKey?

Thong bao “OTP khong dung hoac qua thoi gian cho phép” 1a do:

e St dung nhdm mi OTP ciia ngudi st dung khac. Ldi ndy thudng xay ra khi 01 tmg dung cai dit
cho nhiéu ngudi st dung. Trén man hinh hién thi md OTP ¢6 kém theo thong tin nguoi sir dung. KH
lwu y kiém tra dung nguoi sir dung trude khi lay ma OTP.

e M3 OTP SafeKey da hét hiéu luc. Mdi ma OTP c6 hiéu luc 30 gidy trén man hinh tng dung va
thém 30 gidy nhap vao ACB Online.

e Ma OTP SafeKey da su dung

e Thoi gian sinh ma OTP SafeKey trén tmg dung bi léch so véi thoi gian cta hé théng. Khi nay ma

OTP di bj mat déng bo. KH can thuc hién dong bo lai thoi gian tai muc “Cai dat” ngay trén ting
dung.

e Do nhap sai OTP SafeKey qua 05 1an nén bj mat déng bo so voi hé théng. Khi nay, KH vui long

lién hé ACB theo sb (028) 38 247 247 dé duoc hudng dan.

The pop-up “OTP is incorrect or expired” due to:

e Using wrong OTP code of other users. This error usually occurs when an application installs for
multiple users. On the screen, the OTP code is displayed with user information. Please note to check
the correct user before taking OTP code.

e OTP SafeKey code has expired. Each OTP code is valid for 30 seconds on the app screen and
additional 30 seconds to input to ACB Online

e OTP SafeKey has been used

e The code generation time on OTP SafeKey app is deviated to the time on the system. At this time,
OTP is unsynchronized. Customers need to re-synchronize the time in the "Settings" section right on
the application.

e Due to wrong input of OTP SafeKey more than 5 times, the synchronization has been lost in

comparison with the system. At this time, please contact ACB at (028) 38 247 247 for instructions.



2. Han muc giao dich cua OTP SafeKey la bao nhiéu?/ What is the transation limit of OTP SafeKey?

- Han muc giao dich ctia PTXT OTP SafeKey nang cao la khong c6 gidi han. Khach hang chu dong
dang ky han mirc theo nhu cau giao dich.

- Han muc giao dich dbi véi tai khoan thu hudng thong thuong ctia PTXT OTP SafeKey co ban ap
dung cho KHCN va KHDN nhu sau:

Han mirc cua tirng loai giao dich
Déi tegng | Han mikc tong Thanh toan
CKtrong CK ngoai
hoa don
KHCN <500 triéu/ GD 100 triéu/ GD 500 triéu/ GD 500 triéu/ GD
<03 ty/ngay 100 tri¢u/ngay 1,5 ty/ngay 1,5 ty/ngay
<01 ty/ GD <01 ty/ GD <01 ty/ GD
KHDN
<20 ty/ngay <10 ty/ngay <10 ty/ngay
Trong do:

v' Han mikc téng: 1a han mic ciia tét cd cdc logi giao dich trén ACB Online - do khdch hang ding
ky tai quay.
V' Han mikc ciia tieng loai giao dich (trién khai tir 01/01/2019): la han mikc ciia tieng loai giao dich

dwoc hé thong ACB thiét lgp theo quy dinh ciia Ngdn Hang Nha Nude Viét Nam (NHNN)

v’ Han mirc chuyén khodn cho chinh chii tai khodn thi khéng giGi han han mike.

- There is no transaction limit for using OTP SafeKey — Advance. Customer actively register limit
according to transaction needs.
- Transaction limit for normal beneficiary accounts of OTP SafeKey applied to consumer and

corporation as follow:



Limit for each type of transaction

Type of o

Total limit _ Transfering inside | Transfering
customers Bill payment )

ACB outside ACB
< 500 mil/ _ ) _ . _ )
] 100 mil/ transaction | 500 mil/ transaction | 500 mil/ transaction
Consumer | transaction _ . )
_ 100 mil/ day 1.5 bil / day 1.5 bil /day
<03 bil/ day

Corporation

< 01 bil/ transaction

<20 bil/ day

<01 ty/ GD/ <01 bil/ transaction
<10 ty/ngay/ < 10 bil/ day

< 01 bil/ transaction

<10 bil/ day

In which:

v' Total limit: is the limit of all transactions on ACBO - registered by the customer at the counter

v" Limit of each type of transaction (valid from 01/01/2019): is the limit of each transaction set up

by ACB system according to the State bank’s regulations

v" Transfer limit for the account holder is not limited

3. Céch thuc st dung OTP Safekey nang cao nhu thé nao?

Khi KH thuc hién giao dich chon PTXT la OTP SafeKey nang cao:
+ Néu ang dung SafeKey ¢ ché do online (PTDD cai dit ung dung dang két ndi Internet): hé
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thdng tu dong gui tin nhin “Quy khéch cé giao dich can xac thyc”. KH mé tin nhin dang nhap

vao tng dung dé lay ma OTP.

+ Néu tng dung SafeKey & ché do offline (DTDPD cai dat tng dung dang khong két ndi Internet):

KH ma ung dung va quét ma QR tai man hinh xac nhan trén ACB Online dé lay thong tin ma

OTP.

Luu y: Moi ma OTP Safekey Nang cao sé firong 1ng Véi ting giao dich. KH can kiém tra diing

thong tin giao dich (bao gom ma giao dich, logi giao dich, tai khoan trich, tai khoan thu hwong,

sé tién) trueéc khi sik dung ma OTP dé xac thuec.

Using OTP SafeKey — Advance for transation authentication:




+ If ACB SafeKey application is in online mode (Internet connected): the system automatically
sends a message "You have a new transaction. Please check it!". Customer opens the login
message to the application to get the OTP.

+ If ACB SafeKey application is in offline mode (Internet disconnceted): customer opens the
app and scans the QR code at confirmation screen on ACB Online for getting OTP.

Note: Each OTP for advanced ACB Safekey will correspond to each transaction. Customers need

to check the correct transaction information (including transaction code, transaction type, debit

account, beneficiary account, transaction amount) before using OTP for authentication.

4. KH nhan duogc thdng béo c6 giao dich mai can xac nhan nhung khi bdm théng bao ma tng dung thi

khdng thay théng tin?

C6 thé do hé théng mat két néi khi guri thdng tin giao dich. Khi nay, KH c6 thé chon “gtri lai” hodc sir
dung tinh ning quét ma QR trén ACB SafeKey dé lay OTP.

It may be due to a system disconnection when sending transaction information. At this time, customers

can choose "resend" or use the QR code scanning feature on ACB SafeKey to get OTP.
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